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First cyber attack on a power
plant

BlackEnergy malware
Prykarpattyaoblenergo (say
that 3 times fast)

3.5 hour outage

200+ million affected

https://www.wired.com/story/video-hackers-take-over-pow
er-grid-computer-mouse
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Control machinery
Rugged, really low level

Operator control of
machine
GUI

Lab
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Ladder Logic made with
OpenPLC editor

Hosted by OpenPLC
runtime

Hosted and made within
ScadaBR



Kali S
/>‘-§ L y

192.169.1.103
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PLC
VirtualBox

Host-only network

192.169.1.101
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e Protect the IT layer
e Don’t get spear phished
e Secure segmentation



Questions?



